
Trust solutions for e-commerce 
As an e-commerce business, you must deliver the highest levels of trust and
security. Global Server IDs, available from your ISP or Web Hosting provider,
are the solution, enabling you to conduct authenticated, strongly encrypted
online commerce. Server IDs allow site visitors to submit credit card numbers
or other personal information online with the assurance that they are doing
business with you (not an impostor’s “spoof”) and that the information they
send you—such as credit card numbers, online forms, and financial data— can-
not be intercepted or decrypted over the Web.

SSL Server IDs for the strongest authentication and encryption
VeriSign’s Server IDs apply state-of-the-art SSL (Secure Sockets Layer) technology
to encrypt e-commerce transactions.Web server software and all the leading
Web browsers are already enabled for SSL: all you need is a Server ID to take
advantage of it. SSL comes in two strengths, 40-bit and 128-bit, which refer to
the length of the “session key” generated by every encrypted transaction.The
longer the key, the more difficult it is to break the encryption code. Most
browsers support 40-bit SSL sessions, and the latest browsers enable users to encrypt
transactions in 128-bit sessions—trillions of times stronger than 40-bit sessions.

VeriSign Server IDs ensure encryption for the broadest range of users
Microsoft and Netscape offer two versions of their browsers that enable differ-
ent levels of encryption: domestic or North American versions, which enable
128-bit SSL sessions; and export or International versions, which enable 40-bit
or 128-bit SSL sessions depending on the type of Server ID with which the
browser is communicating

• Global Server IDs enable 128-bit SSL encryption—the world’s strongest—
with both domestic and export versions of Microsoft® and Netscape®

browsers. (Most users in the U.S and around the world use export-version
browsers—requiring a VeriSign Global Server ID to enable 128-bit SSL.)
Global Server IDs are becoming the standard for online merchants, banks,
brokerages, health care organizations, insurance companies—any business for
which online security is a paramount concern.

• Secure Server IDs enable 40-bit SSL when communicating with export-version
browsers, and 128-bit SSL encryption when communicating with domestic-
version browsers. Secure Server IDs are best for intranets, extranets, and lower-
volume e-commerce sites.

Browser Type Secure Server ID Global Server ID
Domestic 128-bit 128-bit
Export 40-bit 128-bit.

VeriSign Server ID Benefits

Experience—VeriSign has secured over
250,000 Web sites, including the top 40
e-commerce sites and virtually all of the
Fortune 500 businesses with a Web
presence.More than 4,000 ISP partners
issue VeriSign Server IDs to their Web
site customers.

The Leading Trust Brand—The VeriSign
brand—represented by the widely rec-
ognized Secure Site Seal—gives your e-
commerce customers the confidence to
trust your site and shop securely.And
Web sites secured by VeriSign Server IDs
are identified as trusted e-commerce
sites within Network Solutions’dot com
directory of online businesses.

Standards—VeriSign is the only
Certificate Authority to undergo KPMG’s
annual audit to certify trusted practices
(SAS 70 Type II Audit).

Peace of Mind—Each Server ID includes
$100,000 of NetSure warranty protec-
tion against economic loss due to theft,
impersonation,corruption,or loss of use
of an ID.

Interoperability—The VeriSign Trust
Network (VTN) provides a globally inter-
operable digital certificate infrastructure
through a trusted network of world-
wide Certification Authorities, including
AT&T,British Telecommunications,and
13 other worldwide VeriSign affiliates.

Scalability—Do you need to issue
Server IDs throughout a large enter-
prise? The OnSite service grows with
your enterprise,making it easy to secure
all of the Web servers in your domain
with one simple enrollment.
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How SSL Sessions Work
During an SSL session—a credit card transaction on your e-commerce site, for example—the visitor’s browser
initiates communication with your server, which responds by sending its own certificate.The browser then
automatically analyzes the server certificate and then generates either a 40-bit or a 128-bit session key, which
encrypts the transaction.All of this occurs in seconds, transparently to the user.

Additional Benefits
The Secure Site and Global Site IDs you receive from your ISP or Web Hosting provider come with the Secure
Site Seal. Post the Seal on your site  and connect it to your ID: when visitors click on the Seal, they instantly
link to a dynamic pop-up screen of information, assuring them that transactions with your site are encrypted,
and allowing them to verify your site’s identity and ID status in real time. Every Server ID also includes up to
$250,000 of NetSure warranty protection against economic loss due to theft, impersonation, corruption, or loss
of use of an ID.

More enterprises than ever now qualify for 128-bit SSL
The U.S. Government determines the categories of companies that can implement the powerful, 128-bit
encryption technology of Global Server IDs. (Standard 40-bit Secure Server IDs are available without restric-
tions.) New regulations make Global Server IDs available to a wider group of customers than ever before: any
company or organization around the world may purchase a Global Server ID, with the following exceptions:

Client/Browsers 
Intuit® Quicken,Microsoft® Internet Explorer 4.0 or later,Microsoft Internet Explorer 3.02 with a special patch,Microsoft Money 98,
and Netscape® Navigator 4.0 or later 
Server Applications
Secure Server IDs run on virtually all server software platforms.See http://www.verisign.com/products/onsite/ssl/
compatibility.html platforms for a complete list.

Global Secure Site IDs can run on server software from any non-U.S.software vendor,or software from a U.S.software vendor
properly classified by the U.S.Department of Commerce.See platforms for a list.
For More Information
Contact your ISP or Web Hosting company for more information about obtaining a Global Site ID or Secure Site ID for your site.
You can also learn more about Global Server IDs and Secure Server IDs on the Web  at http://www.verisign.com/server/index.html.
If you are an ISP interested in issuing Global Server IDs to your customers,please visit http://www.verisign.com/isp/index.html 
for more information,or call 650-426-5106 to discuss VeriSign’s Secure Site ISP Program and ISP E-Commerce Solutions with a
Sales Representative.

Along with the authentication and encryption power of Server IDs, offer your Web site
customers the widely recognized Secure Site Seal, which they can display to visitors as a
symbol of trust—inspiring the confidence that’s a vital prerequisite for e-commerce.

• Persons listed on the U.S. Government’s Denied Person’s List

• Customers located in the following countries: Afghanistan (Taliban-controlled areas), Cuba, Iran, Iraq, Libya,
North Korea, Serbia, Sudan, and Syria

• Government End-Users, defined as any foreign central, regional or local government department, agency, or
other entity performing governmental functions; including governmental research institutions, governmental
corporations or business units engaged in the manufacture or distribution of munitions, and international 
governmental organizations. However, Government End Users may use Global Server IDs when serving as 
utilities, including telecommunications companies and Internet service providers; banks and financial 
institutions; transportation; broadcast or entertainment; educational organizations; civil health and medical
organizations; retail or wholesale firms; and manufacturing or industrial entities.


