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Where it all comes together.™
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NetSpend Corporation is an issuer and processor of prepaid MasterCard and Visa
payment cards speci cally catering to customers with limited or no access to banking
services. Often referred to as the unbanked or underbanked segment, it is in fact a
very large population for whom NetSpend provides an invaluable set of services.

Denis Brooker, NetSpend s information security manager, explained, We provide the
full suite of processing services ranging from account acquisition to customer service
to risk management. When a NetSpend customer uses their card to pay for an item,
that transaction is directed to our systems to determine if the person has enough
funds available for the speci ¢ purchase, and then returns the appropriate accepted or
declined code back to the merchant. We have become the nation s leading processor
and marketer of prepaid, re-loadable debit cards, as well as being the fastest growing.
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The Payment Card Industry (PCI) including Visa, MasterCard, Discover, and others
has come together to establish the PCI Data Security Standard (DSS), which mandates
that any company that processes, stores, or transmits credit card data must comply with
the PCI-DSS stipulations. The requirements encompass building and maintaining a
secure network; protecting cardholder data; operating a robust vulnerability management
program; implementing strong access control measures; regularly monitoring and testing
networks; and maintaining an information security policy.

NetSpend s compliance with PCI regulations is a demonstration of its ability to offer
the convenience of prepaid debit cards securely, so while NetSpend is audited by
many different entities during the course of standard business practices, one of the
most critical examinations is the PCI assessment to ensure compliance with the Data
Security Standard.

PCI has characterized all of its constituent companies by type as well as by volume of
transaction processing. Using these groupings, the PCI has assigned levels, from largest
(Level 1) down to smallest (Level 1V). Based on its designated level, a company must
perform a pre-de ned series of tasks to substantiate compliance with the PCI Data
Security Standard.

MasterCard and Visa are a signi cant component of our business, so everything that
we do has PCI implications, stated Brooker. We worked with Visa on our PCI
requirements and determined that we were to be a Level I Service Provider, meaning we
would have to undergo annual onsite assessments and penetration testing, in addition
to quarterly scanning. As the information security manager, | am responsible for
coordinating all of these activities.

Brooker started by thoroughly reviewing the PCI documentation to understand exactly
what the assessors would be requiring for review. He had concerns about the impact
of the assessment process, The pace of our day-to-day operations is very fast, so it was
important to us that an assessment should not be too burdensome or cause too much
interference.






