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End-to-end Security for Business Partner Integration

Many enterprises are increasingly using the open Internet to integrate business
processes and applications with partners such as wholesalers, manufacturers,
suppliers, and customers. These enterprises benefit from significant cost savings
and increased revenues through faster time-to-market, streamlined order
processing and fulfillment, and lower costs throughout their supply chain.
Underlining the move away from expensive proprietary technologies and private
networks, leading adopters of Internet-based business partner integration
(BPI) now conduct up to 90% of their transactions with business partners
over the Internet. Partner extranets, Internet Electronic Data Interchange

(EDI), and second-generation Internet marketplaces are examples of this trend.

Comprehensive security is critical for Internet-based business partner integration.
Enterprises need to secure their partner-facing networks and applications to
ensure that only authorized partners are allowed to access sensitive data.
Next, all communications with partners need to be fully secured to ensure
that no data is lost or stolen during transit. For end-to-end security, it is critical
to make sure that your business partners’ networks and applications are also

fully secured.
VeriSign offers a comprehensive suite of services for end-to-end security of BPI:

e VeriSign Managed Security Services (MSS) — Helps ensure the security of your
partner-facing networks, through 24x7 management of the network security

infrastructure.

VeriSign Tiust Gateway — Secures partner-facing applications by enabling enterprises
to offload security operations, policies and administration for Web services and
applications to a dedicated, standards-based solution.

VeriSign SSL Digital Certificates — Enables enterprises to establish secure
communication channels with business partners.

VeriSign Managed Public Key Infrastructure (PKI) — Enables enterprises to control
access to their networks and applications by issuing digital certificates to business
partner end-users, and digital credentials to partner applications.

VeriSign Consulting Services — Enables enterprises to design and implement cost-
effective, flexible, and scalable security architecture for business partner integration.

Key Benefits

Secure business partner integration
Extend networks and applications
securely over the Internet to
business partners.

End-to-end security

Help ensure end-to-end security for
sensitive data exchanged with
business partners.

Cost-effective and scalable

Leverage VeriSign managed services
for rapid, cost-effective deployment

and operations of security solutions.



End-to-End Security

Network security is the first step in end-to-end BPI security. According to the 2002
FBI/CSI survey, nearly 40% of enterprises reported system penetration from outside
their organizational boundary. VeriSign MSS improves both uptime and effectiveness,
by allowing enterprises to offload security infrastructure management to a team of
experts whose core business is security. The suite of services (firewalls, VPNs, intrusion
detection systems, authentication), which can be utilized individually or as a set,
includes assessment, monitoring, management, incident response, and reporting.
Working from VeriSign’s globally linked network operation centers, security teams
use sophisticated tools to monitor, correlate, and analyze data across multiple levels of
the organization in order to rapidly identify and prevent attacks. Enterprises maintain
full control of security policies and decisions and can access network data 24x7 via

a Web-based customer portal.

Network security is necessary, but not sufficient, to guarantee that all interactions
between applications are secure. This is where the VeriSign Trust Gateway comes in.
VeriSign Trust Gateway establishes secure communications between partners and

your enterprise applications to provide end-to-end security. By performing security
operations on behalf of the applications, the Trust Gateway removes the burden of
manually ensuring security policy compliance on an application-by-application basis.
The VeriSign Trust Gateway offering comes bundled with Partner Gateways. The
Partner Gateway offers functionality similar to the Trust Gateway, but allows the business
partner to use the functionality only with the enterprise that provided them the
Partner Gateway.

Simplifying Security

VeriSign significantly simplifies security deployment and operations by delivering
managed services to enterprises. VeriSign's managed services save enterprises the cost,
time, and risk of deploying and maintaining management software and hardware.
Enterprises retain full control over security policy and security standards.

For instance, digital certificates based onPKI are a critical security component for
business partner integration. With VeriSign responsible for keeping the PKI infrastructure
up and running, organizations can strengthen their security posture instead of dealing
with the deployment details of PKI.VeriSign Managed PKI services for client and
SSL certificates simplify distribution of digital certificates among partners through
comprehensive certificate life cycle management capabilities, including enrollment,

revocation, renewal, and recovery.

Rapid, Cost-effective Deployment

The VeriSign managed services model enables enterprises to have their security
solutions up and running quickly. In addition, the managed services approach enables
enterprises to avoid high fixed costs, and provides the flexibility and scalability that

enterprises need for business partner integration.

Standards-based Interoperability

Secure interoperability of applications among partners requires adherence to

open Web services and application security standards. VeriSign is a leader in offering
standards-based security services. VeriSign has authored and contributed to the creation
of various security standards such as WS-Security, XML Key Management
Specification (XKMS), and Security Assertions Markup Language (SAML), by
working with several industry organizations including OASIS, WS-1, and the Liberty
Alliance Project.

As new standards become accepted in the market, VeriSign will continue to enhance
its services to comply with new standards. Enterprises will benefit from the interoper-
ability and backward compatibility offered by VeriSign’s standards-based services.
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For More Information

Please call 650-426-5310, e-mail
security-solutions@verisign.com, or
visit our Web site at www.verisign.com.
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