
End-to-end Security for Business Continuity 

Business and IT executives alike have identified business continuity as one of
their top priorities.Whether it is a natural disaster such as a hurricane, or a
man-made disaster such as a terrorist attack, human error, or a malicious
attack by a hacker, enterprises are facing a variety of potential causes for 

disruption in business operations. In
today’s e-business world that can 
result in higher operating costs, lost
productivity, and lost revenue.Avoiding
these losses requires planning and
investment to address all the major
aspects of your IT infrastructure
including data storage, applications,
facilities, and networks.

Leveraging its experience in providing
Internet and telecommunication 
infrastructure services,VeriSign is 

providing a business continuity solution for enterprise network infrastructure.
VeriSign’s solution is focused on addressing your need to protect your 
network from disruptions. Our solution can protect against attacks on your
network and help you create an “always live” business.

VeriSign’s solution includes:

• VeriSign Managed Security Services – Enables enterprises to maximize the uptime 
of their network security infrastructure.

• VeriSign DNS Assurance Services – Enables enterprises to remove single points 
of failure in their Domain Name System infrastructure and improve 
DNS management.

• VeriSign Consulting Services – Enables enterprises to design and implement 
cost-effective business continuity plans for their network infrastructure.

Key Benefits

Enhanced availability 
and effectiveness
Maximize uptime and effectiveness of
your network security infrastructure
and ensure guaranteed availability of
critical DNS infrastructure

Reduced costs
Reduce costs of implementing 
business continuity plans by 
leveraging VeriSign’s proven,
global infrastructure

Help comply with 
regulatory requirements
Help meet obligations imposed by 
regulations such as Gramm-
Leach-Bliley and HIPAA

Protect your revenue
Minimize loss of revenue and 
productivity due to 
network disruptions

As the world’s leading provider 
of critical Internet infrastructure
services,VeriSign has long been
considered as a best-practice 
example for business continuity.
VeriSign’s global infrastructure
resolves over 9 billion Domain
Name System (DNS) lookup 
transactions a day, secures nearly
400,000 web sites, handles 
2 billion SS7 messages a day,
and processes ~25% of all 
e-commerce payments in 
North America.
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For More Information 

Please call 650-426-5310, e-mail 
security-solutions@verisign.com, or 
visit our Web site at www.verisign.com.

About VeriSign

VeriSign, Inc. (Nasdaq: VRSN),
delivers critical infrastructure 
services that make the Internet
and telecommunications networks 
more intelligent, reliable and secure.
Every day VeriSign helps thousands 
of businesses and millions of 
consumers connect, communicate,
and transact with confidence.

Maximize uptime and effectiveness of security infrastructure
Network Security is an integral part of business continuity.The 2003 Global
Information Security Survey conducted by Ernst & Young identified business 
continuity as one of the top three areas of IT security spending.

From a business continuity standpoint, the first requirement for security infrastructure
is 24x7 uptime. If the firewall itself is down, or if the intrusion detection system is not
up and running, the entire network is open to security attacks.

The second requirement is effectiveness on a 24x7 basis.As the SQL Slammer worm
showed in early 2003, uptime alone is not sufficient for network security infrastructure.
Security devices need to be actively monitored and managed around the clock to 
prevent malicious attacks on the enterprise network and application infrastructure.

Components of VeriSign’s Business Continuity Solution
VeriSign Managed Security Services improves both uptime and effectiveness, by
allowing enterprises to offload security infrastructure management to a team of
experts whose core business is security.The suite of services (firewalls,VPNs, intrusion
detection systems, authentication), which can be utilized individually or as a set,
includes assessment, monitoring, management, incident response, and reporting.
Working from VeriSign’s globally linked network operation centers, security teams use
sophisticated tools to monitor, correlate, and analyze data across multiple levels within
and outside the organization in order to rapidly identify and prevent attacks.
Enterprises maintain full control of security policies and decisions and can access 
network data 24x7 via a Web-based customer portal.

Ensure DNS Availability 
The DNS infrastructure is often overlooked in business continuity plans, but is a 
critical element of network continuity. Simply stated, when DNS is down, enterprise
Web sites and e-mail are inaccessible, hence online commerce and communications halt.

With our DNS Assurance Solutions, we can help guarantee availability of an 
enterprise’s external DNS infrastructure.VeriSign’s DNS Assurance Solutions provide
enterprises the flexibility of offloading just the secondary DNS, or both the primary
and secondary DNS to VeriSign. In either case, theses solutions leverage VeriSign’s
proven, global infrastructure, guaranteeing unmatched reliability and scalability to 
meet enterprise needs.Through an easy-to-use portal,VeriSign provides enterprises
full control over, and visibility into, DNS Assurance Solutions.With DNS Assurance
solutions, your revenue is protected and your productivity preserved.
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