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Recent reports on the wireless data market indicate that growth is going to be fuelled by
the development of next-generation networks, faster and smarter devices and “killer
applications.” In this guide, Securing Applications for the Mobile Internet, we discuss the
security implications of the last item, i.e., the expected rapid growth in the applications
arena. These applications are going to be available for download “over-the-air” directly onto
mobile devices from the Internet—either from the content publishers or applications
reseller’s Web sites or directly from the mobile service provider’s network itself. One can
easily imagine a world in the not-too-distant future where the myriad gaming, mapping,
business, or productivity applications now available for the desktop personal computer (PC)
are available for mobile platforms.

With this expected proliferation and adoption of mobile applications downloaded over the
Internet, comes an increased risk of buggy or malicious content running on end-user devices
such as cell phones and personal digital assistants (PDAs) or over mobile networks. If this
were to occus, the potential loss to consumers and network operators could easily run into
the billions of dollars within a matter of minutes.

For network operatiors besides the potentially large and immediate loss in revenue, there is
the added risk of losing customer trust and loyalty. In the highly competitive mobile service
provider market, retaining customer loyalty is paramount to sustaining and increasing
profitability. In the mobile world the cost of customer acquisition is much higher than in
the wired world, and the real return on investment comes from customer retention. In the
face of tough competition, mobile service providers often subsidize the cost of mobile
devices and services on the premise that customer loyalty and retention will pay off in the
long run. In turn, customer loyalty is dependent on service availability, among many other
factors. In other words, if mobile networks were to go down even for a few seconds, the
cost of such a shutdown will be in the billions of dollars to network operators—not to
mention the negative publicity and the potential for churn.

Mobile platform vendors are interested in providing an open but secure platform for two
reasons: to protect their customers (end users) who are downloading content from the
Internet and to help network operators protect their network through nonrepudiation of
software publishers and integrity of software distribution. They also want to avoid the need
for individual service providers to implement their own content signing programs.
Individual solutions could lead to unnecessary complexity for developers writing
applications for the same platform, but for different mobile operators. So, any proposed
content-signing platform should be flexible, scalable, user-friendly, and more importantly,
easily adaptable to different mobile operating platforms.

At the other end, consumers need assurance that the latest cool game or productivity
application they are downloading onto their mobile device is coming from a trusted source
and has not been tampered with during transit. Network operators also need to make sure
that the applications offered to their customers originate from legitimate independent
software vendors (ISVs). In the event that some rogue application gets on their network
and affects it adversely, they should be able to track the rogue or buggy application, quickly
revoke the applications, and identify the source in order to take corrective action. At the
same time, legitimate ISVs who typically publish hundreds of applications—and several
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versions of each application—need a way to “recall” that one faulty version that invariably
slips through, without impacting the rest of their published applications.

+ Authenticated Content Signing in Action

Authenticated Content Signing is available today for Symbian and Microsoft Windows
Mobile platforms. The VeriSign ACS service also supports private signing services for service
providers, and enterprises.

VeriSign® Authenticated Content Signing offers a solution to these problems and others
faced by the application developer community as well as by mobile operators.
Authenticated Content Signing is the third generation of content signing solutions from
VeriSign, the pioneer and leader in the Internet security space. The solution leverages more
than six years of experience in providing content signing services to small and large ISVs
on various platforms as well as to enterprise markets. To fully appreciate the features and
benefits of the third generation of content signing, it is useful to review earlier generations.

Content or code-signing digital certificates (certs) have been used for many years to sign
content ranging from executable software programs such as software objects, firmware
images, Java applications, device drivers, and Microsoft Visual Basic® for Applications
(VBA) macros. They have also been used for static content, such as virus updates,
configuration files to documents, and other forms of content that are transmitted over and
downloaded from the Internet—where the end user does not know the content publisher.
In order to protect the end user from malicious or buggy content, and offer authentic
software vendors and content publishers a way to establish trust with their end customer,
Public-Key Infrastructure (PKI) providers such as VeriSign act as trusted third parties to
authenticate and verify the validity of the content publisher to the end user.

First-generation content-signing solutions simply issued a content signing cert to the
content publisher and let them sign content using the private key associated with the cert
before transmitting over the Internet. This signature along with the cert served as the
“shrink wrap” for the payload delivered over the Internet. Key weaknesses of the first-
generation solutions were that malicious end users could use expired or revoked certs to
keep signing content, because there was no verification of the certificate validity, and
malicious users could turn back the system clock to use expired certs. Further, legitimate
ISVs had to re-sign and redistribute their code every year when the certs expired.

Second-generation solutions improved upon the first by affixing a PKI-provider-generated,
signed timestamp that enabled end users to check when the content was signed—if the
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content was signed when the cert was valid, then the content was considered safe. Second-
generation content signing also implemented the concept of a certificate revocation list
(CRL)—basically, a database that kept a record of all revoked or expired certs. At the time
of download onto a client machine, the client automatically checked whether the content it
was about to download was signed using an expired or revoked cert. Second-generation
solutions certainly addressed two key problems with the first generation of solutions.
However, second-generation solutions still had operational and security issues such as:

+ Each piece of signed content only identified the signer or publisher and not the
content itself; so if a piece of harmful content got out, the only way to address the
situation was to revoke the publisher ID certificate, which made all content ever signed
using this cert invalid.

+ Existing client software did not properly check the validity of publisher certs.

Authenticated Content Signing: How It Works
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Authenticated Content Signing, the third-generation content-signing solution from VeriSign,
elegantly solves these problems by establishing and distinguishing between the identity of
the publisher and the identity of the content itself. This is how it works:

+ The ISV enrolls for and receives a publisher ID certificate that establishes the ISV’s
identity and legitimacy as a software or content Publisher.

+ The publisher then uses the publisher ID to sign a piece of content (or code) or a hash
of the content (or code) and sends it to VeriSign.

+ VeriSign validates the publisher signature each and every time a piece of content is sent
to VeriSign.

.

Once the signature is verified to be from a valid publisher ID, VeriSign strips off the
publisher’s signature, generates a new key pair off a different Certificate Authority (CA)
(dubbed “Content CA”), signs the content using this private key, destroys the private
key associated with the content ID for added security, and sends back the content to
the publisher with the newly generated content ID. All this happens seamlessly and
instantaneously within the VeriSign infrastructure.

+ The “re-signed” or authenticated content is now ready for trusted distribution.

+ Authenticated Content Signing: How It Works

When the end user downloads a VeriSign-signed application, the client device that has the
embedded, trusted Content CA root checks the validity of the content ID attached to the
content by sending a request to the CRL/Online Certificate Status Protocol (OCSP)
repository. If the content ID is revoked (i.e., it shows up on the CRL/OCSP repository),
then a warning lets the user know that the content is not to be trusted. Otherwise, the
content signature is verified and the user can download the application/content onto the
wireless device. Note that there is only a single signature verification that happens at the
client device level, which is no different from earlier versions of content signing. The
difference lies in the fact that VeriSign has verified the authenticity of the publisher, thus
the presence of the content ID implicitly recognizes the publisher’s identity.

To summarize, the third-generation content-signing solution from VeriSign offers many
features and benefits to network operators, content publishers, mobile platform vendors,
and end customers. Some of the key features and benefits are listed below.

The Authenticated Content Signing platform is designed with flexibility and adaptability in
mind. Namely, VeriSign can offer a variety of Authenticated Content Signing solutions for
specific mobile platform vendors and enterprises, based on the same concept of separation
of publisher ID from content ID. For example, software development houses may be able
to use enterprise-class Authenticated Content Signing for securing internal applications.
Software testing companies can use this service as part of their certification process—either
internally or as part of a requirement by their customers. Firmware development companies
can use a custom Authenticated Content Signing service for ensuring the integrity of their
firmware. The benefits of content signing for technology developers, businesses, and
consumers are many. With Authenticated Content Signing, VeriSign has taken this crucial
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KEY FEATURES

process to the next level of security and reliability for the growing mobile Internet market.

Establishment and verification Visit us at www.\VeriSign.in for more information.

of publisher
Identity and content identity

Complete audit trail of every
re-signing event

Separate Content CA root

Verification of publisher ID
for each re-signing event

Irrevocable destruction of
content ID private key

Customizable application
validity period

No change in signature checking
mechanism at the client level

KEY BENEFITS

Provides granular revocation
capabilities for content
publishers

Simplifies traceability of
buggy or rogue applications

Provides greater security by
making it harder to compromise

Minimizes risk of expired
or revoked publisher

Provides IDs used for signing

Increases security since it is
unavailable for potential misuse

Enables publishers to control
the lifespan of each application

Easy for network operators
to deploy
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