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1. Executive Summary

The Name Store Consolidated Project offers a unified registry service that provides an
online transaction system and a registrar tool for the various top level domain names
(TLDs) that the VeriSign Naming and Directory Service is in the business of managing.

This document describes how registrars can effectively connect to the Name Store
system in order to achieve the best possible results for order processing.

2. Protocols and Transports

2.1 What is a “protocol”?

A protocol is a formal description of message formats and the rules the two
communicating systems must follow to exchange those messages need to be defined.
A protocol can also describe low-level details of machine-to-machine interfaces (e.g.,
the order in which bits and bytes are sent across wire) or high-level exchanges between
application programs (e.g., the way in which two programs transfer a file across the
Internet).

2.2 What does “protocol” mean in Name Store?

In Name Store, we define a protocol to be a formal description of the provisioning
application data that the communications systems (registrars and registry) will use to
communicate with each other.

To enable registrars to sell domain names, Name Store supports two different protocols
which are incorporated in the Name Store Consolidated project. They are RRP and
EPP:

1. RRP (Registry Registrar Protocol)

RRP is a connection oriented application layer protocol for provisioning objects
(domain, hosts and other related objects) shared in a common repository. This is
a plain text based protocol that supports a flat data structure.
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2. EPP (Extensible Provisioning Protocol)

EPP is an IETF standard connection oriented application layer protocol for
provisioning objects (domain, hosts and other related objects) shared in a
common repository. This is an XML based protocol that supports a hierarchical
and extensible data structure.

2.3 What is a “transport”?

A transport provides an end-to-end control of a communication session between
applications to exchange data reliably in the network. TCPIP is the most popular
transport layer responsible for maintaining reliable end-to-end communications in the
Internet. But, TCP/IP by itself does not provide a secure communication channel.
Hence, SSL (Secure Socket Layer) is commonly used to provide a secure
communication channel between the communicating parties.

HTTP can also be used as a higher level transport, built over TCP/IP. When HTTP is
used over a secure TCP/IP channel, it is called HTTPS.

2.4 What does “transport” mean in Name Store?

Name Store supports two transports for registrars to communicate with the Name Store
application for order processing. They are SSL and HTTPS:

1. TCP/SSL (Secure TCP)

Allows registrars to open an SSL connection with the Name Store system and
send EPP or RRP commands for order processing.

2. HTTPS (Secure HTTP)

Allows registrars to open an HTTPS connection with the Name Store system and
sell EPP commands for order processing.

Note: Technically speaking, both the transports named above (TCP/SSL and
HTTPS) use TCP/IP as the underlying data communications layer. We have
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named them TCP/SSL and HTTPS to easily distinguish between the two for ease
of reference.

3. Name Store Access by Registrars

Registrars can access the online registration system in one of three ways for business
to business communications via the following:

1. EPP/SSL - EPP (Extensive Provisioning Protocol) over TCP/SSL (Secure Socket
Layer) Name Store gateway

and/or

2. RRP/SSL - RRP (Request Response Protocol) over TCP/SSL mechanism Name
Store gateway

and/or

3. EPP/HTTPS - EPP over HTTPS (Hyper Text Transport Protocol using SSL)
Name Store gateways

There is also a fourth approach for registrars to access Name Store registration system.
This is achieved via a web based tool called Name Store Manager. It is primarily meant
for manual access by the registrars.
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The following diagram illustrates describes the registrar access the Name Store
registration system:

Registrar 1| |Registrar 2 | | Registrar 3| ...  |Registrarn

v ¥ v 2 X
NameStore EPPHTIPS) | EPPISSL | RRpissL || RRPissL || RRPISsL
Maf“"‘ger CCITVIRZ CC/TV/BZ g’é fT"'J faozr
o RCCTLD RCCTLD
CCITVIBZ
RCCTLD
NameStore Registration System
B\
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4. Best Practices for Accessing RRP/SSL

A registrar interested in accessing the Name Store registration system service using the
RRP protocol can achieve this by using RRP protocol over the TCP/IP based SSL
protocol. In order to support RRP/SSL, a separate RRP/SSL gateway exists for each of
the supported TLDs or products (CC, TV and BZ).

Since, each one of the RRP server runs on a separate VIP (Virtual IP)/port
combinations, the registrars must open and maintain a separate connection for each
product.

Also, since opening a connection is expensive, especially an SSL based session,
registrars are encouraged to open a connection, login and hold on to the connection for
performing subsequent RRP operations.

If no requests are processed by a connection within a certain amount of time, the
connection may be terminated by the RRP Name Store gateway. This idle connection
timeout has been set to 10 minutes (600 seconds).

An authenticated connection is subject to an idle timeout policy by the Name Store
gateways. In order to prevent the authenticated connection from timing out a registrar
can send an RRP DESCRIBE command to the Name Store gateway. We recommend
that the registrar send the RRP DESCRIBE command only when necessary.

An authenticated connection also has an absolute timeout policy. The absolute timeout
is defined as the longest period an authenticated session can be open for performing
operations. This value is set to 24 hours. Registrars should disconnect, then reconnect
and re-authenticate to resume RRP operations prior to the 24 hour timeout. We
recommend that registrar’s use the RRP Quit command and close the mature TCP
connections cleanly and reconnect rather than letting it forcefully die when the time has
expired.

For achieving maximized parallelism, a registrar may want to open multiple connections,
login in and perform several RRP operations in parallel. We recommend that registrars
use some sort of connection pooling mechanism in their software to achieve this
parallelism. The maximum number of connections that a registrar can open across all
channels is 15.
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The downside to accessing the RRP/SSL Name Store gateway for registration is that is
it uses a unique VIP/port for each of the supported TLDs or products and thus will
require a separate connection pool per TLD.

5. Best Practices for Accessing EPP/SSL

A registrar interested in accessing the Name Store registration system service using the
EPP protocol can achieve this by using EPP protocol over the TCP/IP based SSL
protocol. In order to support EPP/SSL, a single EPP/SSL gateway exists for all the
supported TLDs or products (CC, TV, BZ and RCC).

Since there is a single Virtual IP (VIP)/port combinations for EPP/SSL Name Store
gateway, the registrars can open and maintain a single connection for all of the
supported TLDs or products.

Also, since opening a connection is expensive, especially an SSL based session,
registrars are encouraged to open a connection, login and hold on to the connection for
performing subsequent EPP operations.

Similar to the RRP Name Store gateway, if no requests are processed by a connection
within a certain amount of time, the connection may be terminated by the EPP Name
Store gateway. This idle connection timeout is set to 10 minutes (600 seconds).

An authenticated connection is subject to a timeout policy by the Name Store gateways.
In order to prevent the authenticated connection from timing out, a registrar can send an
EPP HELLO command to the Name Store gateway. We recommend that the registrar
send the EPP HELLO command only when necessary.

An authenticated connection also has an absolute timeout policy. The absolute timeout
is defined as the longest period an authenticated session can be open for performing
operations. This value is set to 24 hours. Registrars should disconnect, then reconnect
and re-authenticate to resume EPP operations prior to the 24 hour timeout. We
recommend that registrar’s use the EPP Logout command and close the mature TCP
connections cleanly and reconnect rather than letting it forcefully die when the time has
expired.
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For achieving maximized parallelism, a registrar may want to open multiple connections,
login in and perform several EPP operations in parallel. We recommend that registrars
use some sort of connection pooling mechanism in their software to achieve this
parallelism. The maximum number of connections that a registrar can open across all
channels is 15.

The advantage to using EPP/SSL over RRP/SSL Name Store registration gateway is
that there is a single VIP/port for all of the supported TLDs or products. Thus, registrars
do not have to create a separate connection pool per TLD. Moreover, this is a standard
registration protocol supported by the IETF.

6. Best Practices for Accessing EPP/HTTPS

A registrar interested in accessing the Name Store registration system service using the
EPP protocol can also achieve this by using EPP protocol over the TCP/IP based
HTTPS transport. In fact, this was the only supported connection that was available
until this release. In order to support EPP/HTTPS, a single EPP/HTTPS gateway exists
for all the supported TLDs or products (CC, TV, BZ and RCC).

The HTTPS transport is handled by sending XML data to Name Store inside an HTTPS
POST message, where the HTTP headers have to be written to the secure socket
before writing the XML data.

In this transport, the first message sent to the server should always be an HTTP GET.
This will cause the server to return an EPP Greeting with a session cookie in the header
(JSESSIONID). The session cookie should be included in subsequent HTTP POST
commands as an HTTP header. This will let the server know that a greeting has already
been returned to the client and that a conversation exists. "Content-Length" is the
number of OCTETS in the message-body that is sent. This doesn't include the header.

Since there is a single Virtual IP (VIP)/port combinations for EPP/HTTPS Name Store
gateway, the registrars can open and maintain a single connection for all of the
supported TLDs or products.

HTTP is traditionally a connectionless protocol. However, since establishing a
connection is expensive, especially an SSL based session, registrars are required to
open a connection, login and hold on to the connection for performing subsequent
operations.
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Failure to do so may result in registrar privileges revoked.

Similar to the other two Name Store gateways, if no requests are processed by a
connection within a certain amount of time, the connection may be terminated by the
EPP Name Store gateway. This idle connection timeout is set to 10 minutes (600
seconds).

An authenticated connection is subject to a timeout policy by the Name Store gateways.
In order to prevent the authenticated connection from timing out, a registrar can send an
EPP HELLO command to the Name Store gateway. We recommend that the registrar
send the EPP HELLO command only when necessary.

An authenticated connection is also subject to a time to live policy by the Name Store
gateways. Time to live is defined as the longest period an authenticated session can
be open for performing operations. This value is set to 24 hours. Registrars should
disconnect, then reconnect and re-authenticate to resume EPP operations prior to the
24 hour timeout. We recommend that registrar’s close the mature connections cleanly
and reconnect rather than letting it forcefully die when the time has expired.

For achieving maximized parallelism, a registrar may want to open multiple connections,
login in and perform several EPP operations. We recommend that registrars use some
sort of connection pooling mechanism in their client software to achieve this. The
maximum number of connections that a registrar can open across all channels is 15.

7. Managing Connections for Requests Related to RccTLD

In order to effectively use the Name Store platform, we recommend that registrars that
are selling RccTLD in addition to CC TV or BZ manage a separate set of connections
for the RccTLD commands. It is expected that response time for RccTLDs will be
higher than CC TV or BZ since VeriSign relies on the external ccTLD registries to
provide the response.

8. SSL Certificates

Every Registrar must use a 128 bit client certificate from VeriSign or Thawte in order to
successfully establish a connection to the Name Store gateways. The Name Store
gateways contain a list of trusted Certificate Authorities (CA) certificates. The client’s
certificate is checked when the client establishes a socket connection to verify that the
certificate was signed by one of the trusted CA certificates. If the client’s certificate was
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not signed by one of these CA certificates, then the client connection is immediately
closed. Also if a certificate is revoked by the CA it will not be allowed to connect.

The Name Store application verifies that the logon name and password are indeed
correct, and that the IP address and SSL certificate x.509 certificate holder common
name are listed in the system for the specific registrar issuing the EPP login or RRP
session operation.

To summarize the SSL requirements, all Name Store interfaces as of December 14™ in
production and Sept 23 in OTE will be the following:

Interface Number of | Purpose of Certificate Vendors
Bits Certificate

EPP/SSL 40/128 client or server Verisign or Thawte

RRP/SSL

EPP/HTTPS

Note previous interfaces and their certificate requirements

Interface Number of | Purpose of Certificate Vendors
Bits Certificate

Com/net (CORE) 40 or 128 client or server Verisign or Thawte

Name Store .05 40 or 128 | Server Verisign

EPP/HTTPS

Name Store 1.0 128 Server Verisign

EPP/HTTPS
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9. Conclusion

The Name Store registration system offers a variety of choices for a registrar for domain
names order processing. It is essential that the registrar follow the best practices
outlined in this document for an effective, high performance and reliable business to
business communication.
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